WUH®OPMALIMOHHAS IAMSITKA
151 OBYUAIOLLUXCS 151 PASMELIEHUS
HA O®UILIUAJTBLHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJAOM MOJOJEKH B HWHTEPHETE CTAaHOBUTHCSA OOJBINE, a
IIKOJBPHUKK OJIHM M3 CaMbIX aKTUBHBIX TNoJyib30oBarenei PyHera. Mexay Tewm,
MIOMHMO OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET W IPOOJIEMBI.
DTa maMsTKa J0JDKHA IOMOYb TeOe 0€30I1acHO HaXOIUTHCS B CETH.

KOMH])IOTepH])Ie BUPYCHI

KomMmnbroTepHblid BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrPaMM,
OTJIMYUTEIILHOU OCOOCHHOCTHIO KOTOPOU SIBISETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO.
B nononneHue k 3TOMy, BUPYChl MOTYT HOBPEAUTH WU MOJTHOCTHIO YHUUTOXKUTH
Bce (ailibl U JJaHHBIE, TOJKOHTPOJIbHBIE TTOJI30BATEII0, OT UMEHU KOTOPOro Oblia
3amyllieHa 3apa)X€HHas MporpaMMa, a TaKXKe MOBPEIUTh WIH AK€ YHUUTOXKHUTH
OMEPAIIMOHHYI0 CUCTEMY CO BceMHu (aiiiamu B 1iei0oM. B OoNbIIMHCTBE ciydaeB
PacIpOCTPaHSIOTCSI BUPYCHI Uepe3 UHTEPHET.

MGTOI[I)I 3alyUThl OT BPpCAOHOCHBIX IIPOIrpaMM:

1. Ucnonb3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MTPOrPaMM;

2. TlocrosHHO ycTaHaBiauBail mautu (UU@PPOBBIE 3aIIaTKH, KOTOPHIE
ABTOMATHYECKM YCTAHABJIMBAIOTCS C LEIbIO JOPAOOTKU MPOTPAMMBI) U JIPyTHE
OOHOBJIEHHSI CBOEM oOIeparmoHHOM cucTeMbl. CkKaumBal HX TOIBKO C
opunuanbHoro caira paspaborunka OC. Ecim CyliecTByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €TO;

3. Paboraii Ha CcBOEM KOMIBIOTEpE IMOJI MpaBaMu TMOJIBH30BATEINS, a HE
aIMUHUCTPATOpPA. ODTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MpOrpamMm
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonws3yii aHTHBHPYCHBIE NPOTPAMMHBIE MTPOAYKTHI  HM3BECTHBIX
MPOU3BOJIUTEIIEH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

5. Orpanuub Ppu3nUeCcKul JOCTYN K KOMIBIOTEPY ISl HOCTOPOHHUX JIUI;

6. Vcnonb3yil BHENIHME HOCUTETU HMHQOpMAIUU, TaKue Kak (uieimika, JUcK
uiu (aitsl U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBalli KOMIBIOTEpHBIE (DAlJIbI, IMOJYYEHHBIE W3 HEHAIECKHBIX
UCTOYHUKOB. Jlaxxe Te (ailiibl, KOTOpbIE MpUCTAN TBOM 3HAKOMBIH. Jlyuiie yTouHu
y HEro, OTIPABJIsI JIU OH TeOe uX.



Cetun WI-FI

Wi-Fi - 3170 He BUI mepenaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIL OpEeHI,
Mapka. Eme B 1991 rony HuuaepnaHickasi KOMIIAHUSI 3aperucTpupoBaia OpeH.
"WECA", uto o06o3Hauano cnoBocoyetanue "Wireless Fidelity", koropsiii
MepeBOUTCS Kak "0ecrnpoBOgHAS TOYHOCTh".

Jlo Hamiero BpeMeHH Joluia apyras abopeBuatypa, KoTopas sIBISETCS Takou
Ke TexHojoruend. IDto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JAaHO C
HAaMEKOM Ha CTaHAapT BbICIIed 3BykoBoM TexHuku Hi-Fi, uro B mnepeBoae
03Ha4aeT ""BBICOKAsi TOYHOCTH'.

Jla, OecruiaTHBIM MHTEPHET-IOCTYI B Kade, OTEeNsIX U a’dpomnoprax SBISETCS
OTJINYHOW BO3MOXXHOCTBIO BBIXOJa B MHTEpHET. Ho MHOTHME SKCHepThl CUMUTAIOT,
yTo obuieaoctynubsie Wi-Fi ceTu He sBIsitoTcs 0€30MacHbBIMU.

CoBetbl 10 6€3011aCHOCTH pabOTHI B 00IIEOCTYIHBIX ceTsaX Wi-fi:

1. He nepenaBaii cBoro nuuHyto uHpopmaluio yepes obuieaocrynusie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTeJIbHO HE BBOJAUTH MapoOJU JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yil u 0OHOBISIH aHTUBUPYCHBIE ITporpaMMbl U Opannmayep. Tem
caMbIM ThI 00€30maculllb ce0s OT 3aKaYKHU BUpYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonbzoBanun Wi-Fi otkmoun ¢pyHkumo "OOmuid 1ocTym K dainam
u npuHtepam". J[aHHas (QyHKUMS 3aKpbiTa MO YMOJIYAHHIO, OJHAKO HEKOTOpbIE
MI0JIb30BATENIM AKTUBUPYIOT €€ 1711 y100CTBa UCII0JIb30BaHUs B paboTe Win y4eoe;

4. He wucnonb3yét nyOnumuneii WI-FI i mepenaum JuUYHBIX JTaHHBIX,
HanpuMep JJIsl BbIX0Ja B COIIUAIIBHBIE CETU WIIH B AJIEKTPOHHYIO MOYTY;

5. Wcnonp3y# Tonapko 3amuunieHHoe coequnenue yepes HTTPS, a ne HTTP,
T.€. pu Habope Beb-anpeca BBoau uMeHHO "https://";

6. B MoOmwibHOM Tenedone otkmroun QyHkuuio "llogkmouenue k Wi-Fi
apToMarnueckn'. He momyckail aBTOMaTHMYECKOTO IOJKIIOYEHUS YCTPOMCTBA K
ceTsim Wi-Fi 6e3 TBoero cornacus.

COIII/IaJIbH])Ie ceTn

CouuanbHble CETH aKTUBHO BXOJIST B HAIY KM3Hb, MHOTHE JIIOJU pabOTaIOT U
UBYT TaM MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan Musinap/a 4elioBeK,
YTO SBJISECTCA OJHOM CEIbMOM BCEX JKUTEJIECH IJIaHEThl. MHOTHE MOJIb30BATEIIN HE
MMOHUMAIOT, YTO MHGOPMAIUsS, pa3MEIIeHHAas UMH B COIMAIBHBIX CETSIX, MOXET
ObITh HalJleHa W HCMOJb30BaHA KEM YIrOJIHO, B TOM YHCIE HE 00s3aTEIbHO C



0JIaruMH1 HaMEpPEHUSIMU.
OcHOBHBIE COBETHI 110 0E30IIACHOCTH B COLHAIBHBIX CETAX:

1. Orpannyb cniucok Apy3ei. Y Te0si B APY3bsIX HE JOJKHO OBITH CIIy4ailHBIX
¥ HE3HAKOMBIX JIIOJIEH;

2. 3ammmiail cBOIO 4YacTHYIO Xu3Hb. He ykas3piBaili maponu, TenedoHBI,
aapeca, JaTy TBOEro POXIAEHUS U JPYrylo JIMYHYO  UH(OpMaiuio.
310YMBIIIUIEHHUKH MOTYT HUCIIOJIB30BaTh JIaXke MHPOPMAITUIO O TOM, KaK Thl U TBOU
POAUTENH MIAHUPYETE MPOBECTH KAHUKYJIbL;

3. 3aimuinaii CBOI0 pemyTaluio - Iep>KU €€ B UUCTOTE U 3aj1aBail cebe BOIpoc:
XoTel Obl Thl, YTOOBI APYrue TOJIb30BATENM BUJIENH, YTO Thl 3arpyaenib?
[Toxymait, mpex e 4em 4To-TO OMyOIMKOBaTh, HATUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HAEIIb, HE HUCIIOIb3YH CBOE
peanbHOE UM U IPYTyH JUYHYIO MH(OpPMAIMU: UM, MECTO JKUTEIbCTBA, MECTO
y4eObl U Ipoyee;

5. U30erait pazmemenus ¢otorpaduii B MIHTepHETE, T/I€ THI M300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OIPEACITUTH TBOE MECTOIIOI0KCHHE;

6. Ilpu perucrparuu B COIHAIBHONH CETH HEOOXOAUMO HMCIOIb30BATh

CJIIOKHBIC naponn, COCTOsAIIINUEC U3 6YKB 41 HI/I(l)p U C KOJIMYECTBOM 3HAKOB HEC MCHEC
8;

7. Jnga coumanbHOM CceTH, MOYTHI U JPYIUX CaWTOB HEOOXOAUMO
MCIIOJB30BaTh pa3Hble Mapoiu. Toraa eciau Te0s B3IOMAIOT, TO 3I0YMBIIIIEHHUKA
MoJy4aT JOCTYH TOJBKO K OJHOMY MECTY, a HE BO BCE Cpa3zy.

B.JIeKTpOHHLIe JACHbI'H

DONEeKTpOHHBIE JEHBI'M - 3TO OYEHb YAOOHBI CHOCOO IIaTeXeH, OJHAKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIEHbIU.

3J’I€KTpOHHbIC ACHBI'HU ITOABHUJINCH COBCEM HCJABHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyAapCTBax J0 CUX IMOP HC IMPOIHNCAHO IIPO HUX B 3dKOHAX.

B Poccuu ke oHU QYHKIIMOHUPYIOT M O HUX Y€ MPOMUCAHO B 3aKOHE, TJIE UX
pa3aeisaioT Ha HECKOJbKO BHUJIOB - aHOHUMHBIC M HE aHOHMMHBIE. PazHuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJUTH OIepanuu 0e3
HUJICHTU(UKAIIMY TI0JIh30BaTENsA, @ B HEAHOHUMHBIX WICHTU(HUKAIUS TTOJIh30BaTEIIS
SIBIISIETCST 00SA3aTEBLHOM.

Takke cienyer pas3idyarh dJIEKTPOHHbIE (UaTHBIE JACHbIU  (paBHBI



rOCyJIapCTBEHHBIM BaJllOTaM) U DJIEKTPOHHbIE He(pUATHBIE ACHBI'M (HE PaBHBI
roCyJIapCTBEHHBIM BaJIOTaM).

OCHOBHBIE COBETHI 110 O€30IMaCHOM pabOTE C IEKTPOHHBIMU JACHbIAMU:

1. ITpuBsixku K cyeTy MOOUIIBHBIN TenePoH. ITO caMblil yAOOHBII U OBICTPBIN
Croco0 BOCCTAHOBUTH JOCTYI K cuery. IIpuBsizaHHbId TenedoH MOMOKET, €CiIu
3a0yJenib CBOM IUIATEXXHBIM Mapoib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTpPOMCTBA;

2. Hcnonws3yil onHopas3oBble maponu. llocne mnepexona Ha YCHICHHYIO
aBTOpu3aluio Tebe yke He OyJeT YrpokaTh OMACHOCTh KPaXKM WJIM TepexBaTa
IJIATEKHOTO MAPOJIs;

3. BoiOepu crnoxubiii mapoisib. [lpectynmHukaM OyneT He HPOCTO yraaarh
CIIOKHBIN Mmapoib. HazexkHbie mapoiv - 3TO Mapoyu, KOTOPBIE CONEPKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B Cce€0s CTPOUYHbIE M MPOIMUCHBIE OYKBBI, IUDPHI U
HECKOJIbKO CUMBOJIOB, TaKH€ KaK 3HAK J10JUIapa, (hyHTa, BOCKIUIATENbHBIN 3HAK U
t.11. Harmpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSIEUIb.
JJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTHUS U MPENOCTABISAEMBIE €0 YCIYyTH IO
MEePEChUIKE U MOJYYEHUIO JIEKTPOHHBIX COOOIEHUHN, KOTOPBIE paclpelesatoTCs B
KOMIIBIOTEpHOM ceTH. OOBIYHO DJJIEKTPOHHBIM TOYTOBBINM SIIUK BBITJISINAT
CIEAYIONIUM 00pa30oM: UMsI_MOJIb30BaTeNsA(@uMs_JIoMeHa. Takxke KpoMe neperadu
MPOCTOI0 TEKCTa, UMEETCS BO3MOKHOCTD Tepe1aBaTh (haiibl.

OCHOBHBIE COBETHI IO O€30IMacHOM padoTe ¢ AIECKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh NpaBUIBHBIA MOYTOBBIA cepBUC. B HHTEepHETE ecCTh
OTPOMHBIN BBIOOP OECIIATHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE€ IOBEPSTH TEM,
KOT'O 3HA€IIb U KTO MEPBBIN B PEUTUHTE;

2. He yxa3piBaii B IMYHOU MOYTE JUYHYIO0 HHPopmaluto. Hanpumep, nyurie
BbIOpaTh "My3bIKanIbHbIN  (panat@" uium "pok2013" BmecTo "Ttemal3";

3. Hcnonb3yld ABYXATalHYK aBTOPHU3ALMIO0. DTO KOrJa IMOMHMO MapoJisd
HY>KHO BBOJUTH KOJ, TPUCHLIIAaeMbIii 0 SMS;

4. BpiOepu C0oXKHBIN Tapoib. JJIs KakJI0ro MOYTOBOTO SIIUKA JTOJIKEH OBITh
CBOM HAJICKHBIN, yCTOMYMBBIN K B3JIOMY M1apOJIb;

5. Ecimu ecTb BO3MOXKHOCTH HalMcaTh CamMOMYy CBOW JIMYHBIM BOIIPOC,



HCHOJ’IB3YI>1 9Ty BO3MOKHOCTD,

6. Hcronp3yil HECKONBKO MOYTOBBIX SIIUKOB. I[lepBbIil 11 YacTHOU
MEPENUCKU C aJpecaTamMu, KOTOPBIM Thl JOBEPSEUIb. JTO JICKTPOHHBIA agpec HE
HaJI0 UCIMOJIb30BaTh MPH PETUCTPALUU HA POpyMax U CalTax;

7. He otkpsiBail ¢aiinbl U Apyrue BIOKEHHUS B MUChMAaX, AK€ €CIU OHHU
MPUIUIK OT TBOUX JApy3el. Jlyuie yTo4yHu y HUX, OTHPABIISUIM JIU OHU TeOe 3TU
(baiinbr;

8. Ilocne oxoH4yaHMsi pabOTHI Ha MOYTOBOM CEpPBUCE MEpPE] 3aKpPhITHEM
BKJIQJIKM C CAiTOM He 3a0y/1b Ha)kaTh Ha "BeriiTu".

KuOepOyaimHr uim BUPTyaJbHOE U3/1€BATEIbLCTBO

KubepOymiuar -  mpecieioBaHUE  COOOIICHHSIMU,  COAECPKAIMMU
OCKOpOJIeHMS, arpeccuro, 3alyrUBaHuUE; XYJIUTAHCTBO; COIMATTbHOE
OOMKOTUPOBAHUE C MMOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpbOE ¢ KNOEPOYIITMHTOM:

1. He Opocaiics B 60ii. Jlyummuii crioco6: MOCOBETOBATHCS Kak ce0si BECTH W,
€CJIM HET TOro, K KOMYy MOKHO OOpaTHThCS, TO BHaYale YCIOKOUTHCS. Ecim ThI
HAaYHENIh OTBEYATh OCKOPOJEHUSMU Ha OCKOPOJEHUS, TO TOJBKO €Imie OOJIbIe
Pa30XkKelb KOHPIUKT;

2. Ynpasinsii cBoel KubeppemyTaimei;

3. AHOHMMHOCTh B ceTM MHUMad. CylecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He croutr BecTH XyJUTaHCKUI oOpa3 BUPTyalbHOW XW3HU. MHTepHeT
(duKcupyeT Bce TBOM JEWUCTBUS M COXpaHseT UX. YJanuTh uUX OyAeT KpaitHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOXO BUPTYAJIbHYIO YECTh CMOJIOAY:;

6. Urnopupyit enuHu4HbIM HeraTtuB. OJIHOpa30BbIE OCKOPOUTEIbHBIC
cooOleHust Jayuine urHopupoBaTb. OOBIYHO arpeccuss MpeKpanaeTcs Ha
Ha4vaJIbHOU CTaJ UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMU, B
COITMAJIBHBIX CETSIX €CTh BO3MOXXHOCTh OJIOKHPOBKHU OTIPABKH COOOIIECHUM C
OMpEICTICHHBIX aJPECOB;

8. Ecnu b1 cBuzaerens kubepOyinuHra. TBou neMCTBUS: BBICTYHUTh MPOTHUB



npecjcaoBaTciisA, I1oKas3arb €My, 4YTO C€ro I[efICTBHH OLCHUBAKOTCA HCTaTHUBHO,
noaJacpiKarb KCPTBY, KOTOpOﬁ HYy’XHa IICUXOJOTrH4YCcCKasd I1OMOIIb, COO6HII/ITB
B3pPOCJBIM O (1)aKTC arp€CCUBHOTIO ITIOBCACHUA B CCTH.

MoOuabHbIN TeJ1eoH

CoBpemeHnHble cMapT(HOHBI U TUIAHIIETHI COAEPKAT B ceO€ BIIOTHE B3POCIBIi
(GyHKIIMOHAN, W TEmepb OHU MOTYT KOHKYPUPOBaTb CO CTal[MOHAPHBIMU
KoMmmbloTepamMu. OIHAKO, CPEJICTB 3aIUTHI ISl MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Maiio. TecTHpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX MPOUCXOAUT HE Tak
MHTEeHCUBHO, Kak s [1K, To ke camoe kacaeTcs U MOOUIIbHBIX MPHUIIOKEHUM.

CoBpeMmeHHble  MOOWIIbHBIE  Opay3epbl YK€ MPAaKTUYECKU  JOTHAIH
HAaCTOJBHBIE AHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHATa BIeYeT 3a coOou
OOJIBIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

I[aHeKO HC BCC IPOU3BOAMTCIIN BBIITYCKAIOT O6HOBJ’I6HI/I$I, 3aKPbIBAOIIUC
KPUTUYICCKUC YA3BUMOCTHU IJIA CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JJIs1 0€30IMaCHOCTH MOOMIBLHOTO TenedoHa:

Huuero He sBigercs mo-HacToseMy OecruiaTHbIM. ByJp oCTOpoKeH, Belb
Korja Tede nmpeajaratoT OecIjaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hywmait, npexae yem otapaButb SMS, ¢hoTo unu Buaeo. Thl TOUHO 3HAEIIIb,
r7ie OHU OYJyT B KOHEYHOM UTOTe?

Heo6xonnmo 0GHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Hcnons3yit aHTUBUPYCHBIE TPOTPaMMBbI JJIsl MOOMIIBHBIX TeNe(OHOB;

He 3arpyxaii mpuiaoeHUs OT HEHW3BECTHOTO HMCTOYHHKA, BEAb OHHU MOTYT
COJIEPIKaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCIICUCHHE;

[Tocie Toro Kak THI BBIWICIIH C CaiTa, TJe BBOAWI JIMUYHYIO WH(GOPMAIIHIO,
3aiin B HACTpOIKku Opaysepa u yaanu cookies;

[lepronnyecku mpoBEPsid, KAaKUE IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBail cBoil HOMep MOOWIBHOTO TenedoHa TOJIBKO JIIOASIM, KOTOPBIX Thl
3HAEIIb U KOMY JOBEpSIEIIb;

Bluetooth gomken ObITH BBIKIIOUEH, KOrJa Thl UM HE mMoJib3yemibcsi. He
3a0bIBaif HHOTIA TIPOBEPATH ITO.



Online urpst

CoBpeMEHHBIE  OHJAWH-UIPBl - 3TO  KPACOYHBIE,  3aXBaTHIBAIOIINE
pa3BieueHusi, OObEIUHSIIONINE COTHU THICSY 4YEJIOBEK MO BceMy mupy. Urpoku
UCCIENYIOT NaHHBIM UM MHp, OOILIAIOTCSA NPYT C APYrOM, BBIMOJTHSIOT 3aJaHUS,
CpPa)XarTCsd C MOHCTPAaMH M MOJIyYarOT ONBIT. 3a YJIOBOJbCTBUE OHM ILIATSAT:
MOKYMAIOT JUCK, OIJIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OMIIUU.

Bce atu cpeacTBa uayT Ha mojaJiepKaHUE U PA3BUTHE UTPHI, a TAKKE HA CaMy
0€30MaCHOCTh: COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3AIIUU, BBIITYCKAIOTCS HOBbBIE
natyu (udpoBbie 3amIaTKy 7151 IPOTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B 1mog00HBIX UTpaxX CTOUT OMacaThCs HE CTOJIBKO CBOUX COMEPHUKOB, CKOJIBKO
Kpa)ku TBOETO IMapoJis, Ha KOTOPOM OCHOBaHA CMCTeMa aBTOPU3AIMU OOJIBIITHHCTBA
Urp.

OCHOBHBIE COBETHI IT0 0€3011aCHOCTH TBOETO HUI'POBOI'0 daKKayHTa:

1. Ecnu apyro#t urpok BeaeT ceOsl MI0X0 WIM CO3/aeT TeOe HEeNpPUSITHOCTH,
3a0JIOKUPYH €r0 B CIIHCKE UTPOKOB;

2. Iloxanyiicss agMUHUCTPATOPaM HUIPHI HA TJI0XOE€ MOBEAEHUE 3TOr0 UIPOKa,
KEJAaTEeIIbHO MPUI0KUTh KAKUE-TO JOKA3aTeNbCTBA B BUAE CKPUHOB;

3. He yka3biBaii tuunyto uHGOpMaIKio B ipodaiiiie urpol;
4. YBaxkail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuimaabHble TAaTYU U MOJIBI;

6. Mlcionb3y# CIOKHBIE U Pa3HbIE MTAPOJIH;

7. JJaxke BO BpeMs UTPbl HE CTOUT OTKJIOYATh aHTUBUpPYC. [IoKka ThI urpaeis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIINHT WA Kpazka JUIHbIX JaHHBIX

OOBIUHOM KpaXKkell IeHEeT U TOKYMEHTOB CETO/IHS YK€ HUKOTO HE YJIUBUIIb, HO
C pPa3BUTHEM HWHTEPHET-TEXHOJOTUM 3JIOYMBIIUICHHUKHA IEPEMECTUINCH B
WHTEPHET, ¥ MPOJ0JDKAIOT 3aHUMATHCA " JTIOOMMBIM" JIETTOM.

Tak mnosBUIach HOBas yrpo3a: HUHTEPHET-MOIICHHUYECTBA WU (DUIIUHT,
IJIaBHAsg I€Jdb KOTOPOTO COCTOUT B MOJYYEHUH KOH(PUICHIMAIbHBIX JTaHHBIX
MoJIb30BaTeNel - TOrMHOB U mapoJieid. Ha anrnuiickom s3bike phishing untaercs
kak ummHr (0T fishing - peiOHas noBIs, password - maposs).



OcHOBHBIE COBETHI 110 OOPHOE ¢ PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim ThlI 1Om0O3peBaeciib, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEOOXoAMMO  3a0JOKUpPOBAaTh €€ U COOOIIUTh
aJIMMHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YKCII€, HHTEPHET-Mara3uHoB U
MMOMCKOBBIX CUCTEM;

3. Ucnonb3yil ciioxHble W pa3Hble mapojud. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA TOJy9aT IOCTYI TOJBKO K OJHOMY TBOEMY
MPpOdIITIO B CETH, a HE KO BCEM;

4. Eciu T1eOs B3JIOMalid, TO HEOOXOAUMO MpPEAyNpeluTh BCEX CBOUX
3HAKOMBIX, KOTOpbIEe JOOABJIEHBI Y T€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMAalU U,
BO3MOHO, OT TBOETO UMEHU OyJET pacchlIaThCs ClaM U CChUIKU Ha (DUIIIMHTOBbBIE
CAUTHI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MmoOunbHbIl TenedoH;
6. OTKJII0YM COXpaHEHUE Mapois B Opaysepe;

7. He otkpsiBail ¢aiiibl U Apyrue BIOKEHHUS B MUChMAaX, AK€ €CIU OHHU
MPUIUIK OT TBOMX JApy3el. Jlyuie yTo4yHu y HUX, OTHPABIISUIM JU OHU TeOe 3TU
(aiinbl.

IMudposas penyranus

[udposas penyTanus - ’TO HEraTUBHASI WM MO3UTHUBHAsI HUHPOpMAIIUs B CETH
o tebe. Komnpomerupyromasi nHdopMaius, pa3MeiieHHass B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTPa3UThCI Ha TBOeW peanbHON >ku3HU. "lludposas
penyTanusa" - 3T0 TBOM UMUK, KOTOPBIM Gopmupyercst u3 uHdopmaiuu o Tede B
WHTEpHETE.

TBOE MecTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH
XapakTepa U pacCKasbl 0 OJIU3KHUX - BCE 9TO HAKAIUIMBAETCS B CETH.

MHorue mnoapOCTKU JIEFKOMBICIEHHO OTHOCSTCS K NyOJUKalMd JUYHOU
uHopmaruu B MHTepHETE, HE MOHMMAsI BO3MOXHBIX MOchencTBU. Thl gaxe He
CMOXEIIIb J0TaaaThC O TOM, 4To GoTorpadus, pa3MeIIeHHas 5 JIeT Ha3al, cTaja
MPUYUHOMN OTKa3a NPUHATH TeOs Ha padoTy.

KommenTapuu, pazMmenienre TBoux (ororpaduil u Apyrue AEUCTBUSI MOTYT
HE€ HCYE3HYTh JaXe IIOCIE TOro, Kak Thl MX YJAJIHIIb. Thl HE 3HAECUIb, KTO
COXpaHWJI 3Ty HUH(pOpMaIMIo, TMoMajga JIM OHA B TIOMCKOBBIE CHUCTEMBI U
COXpaHWJIach JIM OHA, a TJABHOE: YTO MOAYMAKT O TeOE OKPY’KAIOIIHME JIIOJH,



KOTOpbIE HAWIyT U yBUIAAT 3To. HaliTu uH(poOpMaInuio MHOIO JIET CIYCTsI CMOXET
m000H - Kak U3 A0OPBIX NOOYXKIAECHUN, TAK U C HAMEPEHHEM MPUUYUHUTH Bpel. DTO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI M0 3amuTe HUGPOBOIN penyTaluu:

1. [Toxymait, mpexie 4eM 4To-TO MyOJIUKOBaTh U MepeaBaTh y cedsi B Oyore
WA B COIMAIBHOM CETH;

2. B Hactpoiikax mpoduisi yCTaHOBH OrpAaHUYEHUS HA MPOCMOTP TBOETO
npoduIsi U €ro COJEPAKUMOro, cliesai ero ToabKo "mist apyseit”;

3. He pasmemaii u He ykasbiBail uH(OpMaIHio, KOTOpask MOXKET KOTro-Iu0o
OCKOPOJISATH TN OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMEeHHbIE IIKOJBbHUKM - aKTHUBHbIE IOJb30BaTeNd LU(POBOTO
npocTtpaHcTBa. OOHAKO JaleKo HE BCE 3HAIOT, 4YTO IM0JIb30BaHWE MHOTUMU
BO3MOXXHOCTSIMU  IIuppoBoro  mupa TpeOyeT  coOdIoOJeHHs TpaB  Ha
MHTEJUIEKTYJIbHYIO0 COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyallbHasi COOCTBEHHOCTh'" OTHOCUTCA K Pa3IuYHBIM
TBOPEHUSIM YEJIOBEUECKOTO yMa, HauMHasi C HOBBIX H300pETEHH M 3HAKOB,
0003HaYaroMKX COOCTBEHHOCTh HAa MPOJAYKTHl U YCIYTH, U 3aKaHYMBasi KHUTAMHU,
dboTtorpadusimMu, KUHODUIBMAMU U MY3bIKaTbHBIMU TPOU3BEACHUSIMMU.

ABTOpCKHE TpaBa - 3TO IMpaBa Ha HHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE MpPaBa BHICTYNAIOT B
KaueCTBE TapaHTUU TOTO, YTO HHTEJJIEKTYaJbHBIA/TBOPUECKUNA TPYyHd aBTOpa HE
OylleT HampacHbIM, JacT €My CHOpaBeUIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ylibTaTax CBOEro TpyJAa, MOIYYUTh W3BECTHOCTh U Tpu3HaHue. Hukto 6e3
paspelieHuss aBTopa HE  MOXKET  BOCHPOU3BOAUTL €0  IMPOU3BEICHUE,
pacrpocTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBATh, MIPOJiaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCHOJHSTH, MOKAa3bIBATH/UCIONHATE B 3dUpe WU
pasmeniats B lMHTepHere.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOr0 00eCTieueHUsI MOXKET MPUBECTH
K MHOTHM PUCKaM: OT MOTEPHU JaHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKHU TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJEHA HENeralibHasg mporpamma. He crtouT Ttakxke
3a0bIBaTh, YTO CYIIECTBYIOT JieTajdbHble U O€CIUIaTHbIE MNPOrpaMMBbI, KOTOpbIE
MO’KHO HAITHU B CETH.

O nmopraJe



CeteBu4OK.p( - TBOH INIaBHBIA COBETUYMK B CETU. 3/I€Ch Thl MOXEIIIb Y3HATH O
0€30MacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM $I3BIKOM, a4 MPU BO3ZHUKHOBEHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe MPUHSITh Yy4acTHUE B
KOHKYypCax U CTaTh CaMbIM IIU(PPOBBIM rpakJaHUHOM!



